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Introduction
Modern cybersecurity is seeing a spike in attention. Recent vulnerabilities and exploits have prompted industry professionals to spend a greater amount on cybersecurity measures, from powerful and comprehensive authentication systems to the most thorough and comprehensive firewall and anti-virus systems. However, there is a simple fact that cannot be negated by any amount of money or technological security measures: people seek to please one another, help those that help them, and quickly appease those who approach them in order to maintain their personal space. Where hackers have found themselves stymied upon being faced with an overly aggressive firewall or unbreakable authentication system, an exploitation of the human element has been key in obtaining the desired information or resource.
The path of human history is covered in examples of Social Engineering; from the Trojan horse to the first Ponzi scheme, people have been manipulating the trust of others to achieve their goals since the beginning of time. However, it is with the rise of computing and its integration into businesses that Social Engineering has become a key concern for a significantly large portion of the population. Recent Social Engineers such as Kevin Mitnick and the Badir Brothers have shown the world what determined people with the right social skills can accomplish, and now more than ever companies need to train their employees to handle situations where someone is attempting to exploit them 1 . With the advent of the digital age, malicious parties have also taken to the Internet, using fraudulent measures such as phishing to gain access to victim accounts, and these attacks have only gotten more sophisticated as the years have gone by 2 . In 2016, a company that fails to train its employees to recognize Social Engineering attacks is failing to properly secure itself.
In many modern attacks, the key reason Social Engineering prevails is simply due to lack of education. One of the greatest hacks of 2015 against the director of the CIA started as a simple Social Engineering attack against a Verizon employee 3 . While many academic institutions are making a push for great cybersecurity education, those same institutions focus strongly on technological cybersecurity education 4 , and proper attention is rarely given to policy creation and implementation. In order to meet the cybersecurity needs of the coming years, an institution will need to teach the interpersonal alongside the technical if they seek to provide a comprehensive cybersecurity education.
As a solution to this need, the authors propose a graduate-level course in Social Engineering. The course will have a lecture-based component focusing on the different psychological aspects of Social Engineering, as well as a lab-based component where students learn what common implemented Social Engineering exploits look like in practice. Through assignments, students will also learn how to write effective policy that can be implemented in an organization to help employees recognize and protect against Social Engineering attacks. What follows is the author's definition of the practice of Social Engineering, a review of potential texts that the authors will reference and could serve as reference for students, and what the authors believe would be the best course of study in the topic of Social Engineering.
What is Social Engineering?
While Social Engineering has existed for many years, the world has yet to settle on a concrete, concise definition for what it is. Several authors have produced papers on Social Engineering for The SANS Institute, and each have defined Social Engineering in a way that best suits their arguments; Aaron Dolan states "Social Engineering is essentially using human relationships to attain a goal," 5 while Radha Gulati further elaborates that "Social Engineering is the 'art' of utilizing human behavior to breach security without the participant (or victim) even realizing that they have been manipulated." 6 A military Joint Task Force publication, The Wire, defines Social Engineering as "art of manipulating people into performing actions or divulging confidential information, rather than by breaking in or using technical cracking techniques." 7 Malcom Allen, another SANS writer, pulls definitions from a variety of sources for their paper, ranging from Wikipedia to an actual Guide for Social Engineering 8 . The U.S. Department of Homeland Security, offering tips for protection from Social Engineering, defines it as "a tactic which involves approaching an individual, either online or in person, and manipulating them into providing personal information that can be used to break into a computer network or assume someone's identity." 9 For the purpose of creating a graduate-level course, the authors have crafted their own definition of the discipline: Social Engineering is the use of persuasive techniques that target human nature to convince people to conform to one's own desires. The authors' definition focuses on the more theoretical and scholastic nature of the Social Engineering discipline. It also highlights the purely social nature of the discipline; any technological interaction beyond a Social Engineering attempt begins to fall under hacking categories. The course that will be outlined must thoroughly educate students regarding the many methods used to perform Social Engineering, as well as how to create policies that can undermine such attacks.
Book Review
Planning readings for the field of Social Engineering requires a proper balance between several aspects. A proper Social Engineering text must be anecdotal in nature, since so many exploits occur on a specific basis and students need to see what the discipline is like in action. However, if a text focuses too heavily on anecdotes, without explaining the psychology behind the exploit, then a student cannot learn how to repeat that success in a slightly different scenario. The authors obtained the following books on the field of cybersecurity and Social Engineering; the coming sections will discuss the merits and faults of each selected text for the purpose of teaching a course on the subject.
The Art of Intrusion
The first book examines for use in this course was The Art of Intrusion by Kevin Mitnick. The book was an interesting and insightful read, but was more of a story book rather than informative and instructing. Intrusion emphasized layman stories and case studies rather than the technical instruction that would be best for a formal course. However, Intrusion would be helpful for someone as preparatory reading for the class; reading the different stories can help students develop more of the attacking mindset and learn from what past hackers have done, and generate excitement regarding the topic of study. The book was well written and can help develop precursory knowledge for the class, but did not have the contents needed in a textbook for graduate-level education.
The Art of Deception
Intrusion was followed by The Art of Deception, also by Kevin Mitnick. Unlike Intrusion, Deception focuses solely on Social Engineering, making it a much better candidate for the course textbook. Each chapter details a different type of Social Engineering exploit, explored thoroughly in a lengthy anecdote. Following each story, the author performs a small analysis of the story, and ends each chapter by making some minor notes about preventing that type of exploit. While Deception outperforms Intrusion in terms of focus on the topic of Social Engineering, the book still reads as overly conversational in nature, and its heavy-handed focus on stories again makes it difficult for students to replicate that same success in their own Social Engineering. While Deception will be very useful in helping students begin to understand policy and prevention, it cannot serve as a stand-alone textbook for this course.
Social Engineering: The Art of Human Hacking
The final book that was considered for the course's main text was Social Engineering: The Art of Human Hacking, by Christopher Hadnagy. The book follows a similar approach to Intrusion and Deception, but instead of focusing primarily on stories, Human Hacking moves quickly through its anecdotes before moving quickly on to the psychology behind the exploits discussed. The text presents a psychological principle, and for each topic it discusses, goes over specific skills a security professional can hone in order to master that subset of Social Engineering. The book also details a set of software and other tools that can aid the interpersonal element of Social Engineering, creating a perfect merging of the psychological and the technical.
The above attributes indicate that Social Engineering: The Art of Human Hacking is the best option as a textbook for a graduate course in Social Engineering. Using the psychological foundations of each section, a course can be created, and students can gain an appreciation for successful stories while still learning the interpersonal techniques in play. The curriculum that follows is based greatly off of Hadnagy's work, and students will need to read through the entire text as a part of their course requirements.
Curriculum
This course is to be taught in a traditional classroom lecture setting, with additional lab time to help reinforce the lessons taught in the classroom. Before class starts the students are required to complete reading material or other prerequisite studying to help facilitate interaction and discussion in the classroom.
Student Screening
As a graduate level course, students of Social Engineering will need to be working towards a Master's or Doctorate degree in a technology-related field, or be an approved undergraduate senior with plans to complete graduate-level education in a technology-related field. Additionally, due to the morally volatile topics the course will cover, each student will need to have prior approval by a faculty member to take this course. As criteria for approval, faculty should consider their prior interactions with the student, as well as the student's trustworthiness as proven in other academic cybersecurity involvement. For students that are relatively unknown to the faculty, a one-on-one interview with the student may be appropriate. All students wishing to take this course must also submit an Ethics Agreement to reinforce the ethics expected of a cybersecurity professional. An example of a cybersecurity course Ethics Agreement can be found in Appendix A.
Learning Outcomes
The Social Engineering course learning outcomes include the following:
1. Explain the various techniques that can be used to complete Social Engineering exploits.
2. Develop an understanding of the psychology of human interaction and how it can be exploited for gain. 3 . Learn what technical controls, trainings, and processes can be used to help defend and establish security in-depth to protect against Social Engineering. 4. Overcome uncomfortable feelings such as trepidation when interacting under the pretext of lying or taking on a role. 5. Help establish a desire for lifelong learning and how it is essential to continually improve and learn as a cybersecurity professional.
Lecture Topics
The classroom's curriculum was designed around the textbook chosen for the class, 
Assignments
As part of the work for this class, students will complete two assignments. This will promote critical thinking and help students develop a deeper understanding of Social Engineering. 
Projects
As part of the class students will complete a project and have the option to complete a second project to replace one lab.
1. Dropbox a. Students will create a discrete host that can be used as a work-around when a firewall has interrupted a security assessment. Students will learn about reverse SSH tunneling and other methods of circumnavigating a firewall, as well as what policies might fend off an attempt to place a dropbox within their own organization.
Build Your Own Lab
a. This is a chance for students to develop their skills in an area of their choice by designing a lab which they think would be of value to their own studies and the course. Student are allowed to work in teams of 2 or 3. Approval for the lab needed from the professor beforehand.
Technical Labs
A series of labs has been created for the practical application of the instruction in the classroom, allowing the students to gain real world experience. Some of the labs guide the students, allowing them to gain an understanding of the principles, while the rest of the labs are more open-ended, giving the students guidance while providing them with the opportunity to find their own answers and be resourceful and creative. Each of these labs has two parts. The first part is completing a Social Engineering exploit, the second is report writing. In order to perfect this skill, students will write up the attack they accomplished and will complete a one page policy that would serve to counteract the exploits they've learned within a work environment. A good cybersecurity professional doesn't just break something and say how. A good cybersecurity professional helps a client understand the problem and how to best resolve it.
The following labs are designed to be used in the course:
1. Build Your Kali VM a. Each student prepares a Kali VM to use throughout the semester for labs. 
Future Work
Cybersecurity is an ever-changing discipline. With every advancement in technology and every new vulnerability discovered, the dynamic of cybersecurity changes. Due to this, the training and instruction of cybersecurity professionals needs to evolve with these changes. Courses constantly need to be updated and improved upon to keep up with the advancements in technology and cybersecurity. Beyond the pure maintenance of keeping the course up to date, there is other work that can be completed.
Gathering Results
Feedback from the students is important. Classes have student ratings surveys that help rate the overall learning experience of a course. In the design of a new course, regular feedback from students becomes essential. Once a week, a survey will be sent to the students for feedback on the lectures, labs, and assignments. This will help us be able to evaluate which labs the students enjoyed the most, and which one they found the most helpful with their learning. Some of the questions will be on a scale range of 1 to 5 to give objective indicators of the students' experience. To enable a better experience during re-teachings of the course, some questions will be open-ended to allow more subjective feedback to be weighed and considered for further improvements. The data will be collected, analyzed, and allow the authors to report back on the most successful parts of the class, as well as where further improvement and course development are necessary.
Inter-Scholastic Collaboration
The new challenges facing the world of cybersecurity are diverse and require many different frames of mind to overcome. Collaboration and curriculum-sharing between universities is key in order to meet the demands of the industry; the NSA places significance on this collaboration for all its Centers of Academic Excellence. While the authors have geared this course of study towards students working on their graduate degrees, the framework presented above could be easily used to create a scaled-down course for undergraduate or even high school students.
Social Engineering Forensics
With a basic understanding of Social Engineering and some experience writing policy against it, students should become very aware of how likely it is that someone they know will fall victim to a Social Engineering attack. There are some in the industry who even think that it would be impossible for a person to go through life without falling victim to at least one attack of this nature (http://www.refinery29.com/2016/01/101964/amazon-social-engineering-security). With this in mind, it would be prudent for students to develop forensic skills related to Social Engineering as well as their offensive security knowledge. Using a similar course development method as the one outlined in this paper, the authors plan to create a course in forensics and recovery from Social Engineering related attacks; this course would act as a bridge for recovery from both technical and social manipulation.
Conclusion
The need for well-trained cybersecurity professionals is apparent. Industry needs well-rounded professionals who can handle the technical and policy needs to defend against the increasingly varied cybersecurity attacks. The graduate-level course described in this paper will better prepare students to test and defend against Social Engineering attacks by combining a lecture-based component, to teach the different psychological aspects of Social Engineering, and a lab-based component, to give the students practice performing the exploits. The lab reports and assignments have been designed to prepare the students for realistic report writing that would be necessary in industry. This course fulfills the present need to improve the training and preparation of cybersecurity professionals in the field of cybersecurity.
